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(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an illicit ac- 
cess monitoring device capable of quickly detecting an 
illicit access to storage means of a computer system 
while reducing the load on the system. 

SOLUTION: This illicit access monitoring device 10 
is provided in a computer system 50 having storage 
means 12a-12c and a control means (CPU) 16. This 
device is provided with an access controller 2 for man- 
aging the access from the CPU to the storage means, 
an access set storage means 4 for storing the access 
set (R/W, R/O) of the storage means; an illicit access 
detecting means 6 for detecting an illicit access to the 
storage means based on the access set and the ac- 
cess command Instructed from the CPU to the access 
controller; and a reporting means (controlling WEB 
server function part) 8 for reporting, in the detection 
of the illicit access, the effect to a manager terminal 
80, 
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I2a-1 2ctSlJiap^S (CPU) lei^m/cn 

S CD r ^ -fe X ^ © s T ^ r ^ -fe X n > h p ^ 2 <b . 
iBta^S<Dri^-t2;^i9:S (R/w. R/o) ^ietst-r^ 

> K <!: CcS-^€f . iBtt^©:->.<7)HFjEr ^7 H2 X -5 
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t r^m^^m l (ciBtScD:^iEr i> -fe X ^l^^o 
[f«3j<^3] HyiBilftl^S^*. BulBMau^S^cil^^ 20 
tf ^ c i <b -r -619*:^ HciBf8cD:T^iEr i57 -t2 

[i»:^S4] fjiBii^D^Ki^^^cDii^. x^mmmm 
1 i^ic^u 3 cDi^'rn:^nciBigo;FiEr ^-fex^m^Mo 

BtriBSijiai^m:^^ ^mn^^m^m^(Dr -fe x ws-r -5 30 

ByiBiait^Scor ^ ^2 xt3:s^iait'r ^mm t . 
MiBT^-fex^^i. MB*iW^S:3{P6fg^^n-5r^ 

•fexnv> FiCcS-:?^. BylBiBtt^lS--<D:fiET^-fe 
X^Sr^ffiT^agi. 

i^x A r $ n €>^iET i> -fe x^m:7"a ^^/^ Ar ^ 
or, 

fi«riB*fjffli^i8;&i ^mnEim^m^(Dr -fe x ^^s-r 

•fex n -7 > K i CcS-:^:^ , B>fiBiBlg^g:--cD:FiET -tr 

x^t^ffl-r^figi. 



Jt$i§2 00 3-2 9 6 1 9 3 
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[0 0 0 1] 

7^ A r^- '^(Z^^iEr ^ -fe X ^^mr -5 fc^(D:^JE 
T^-i2X^m^SSO':^iS. ifeWc:f;iET^-fex^::r 

P^^ACCMf -So 
[0002] 

xt-a) -NO^FiET^-fex^gta. ^mr^yomto 

[ 0 0 0 3 ] m 1 <D:f^-mt. 4^ h '7-^!7±^Sfet^e>'^• 
^± $ n/c r ^ -fe x5fe:^s^^ ti t: I ^ ^ ;(^^^^tfcit- -2):^ a 

l|2<D:&ffi«. tf-^N-CD^f'-^U-i^a^i^X-r 
A (OS) '^ry'v^-zyB>:^^itit}r^u^y r -^Ji^ 

[0004] 

immimkh^'^tt^mm x^ipx^ua^^. ±iaL 

nvm^^Vr^^^. ^^X'rAg^*7:;^/^•;;:^>i^^^l-s 
[000 5] *#feH«t*. ±taL./cP5Jii,-^jcii^r>^j:$n 

fci><DX\ 3>t:*^-^^>Xf-A(Dfati^l5:^<D^iEr 
^-feX^jBi^, :?!)^oi^Xf-A'\c^):^<§f^®j)SLrt^fflT 
^^^iET^H2XSm^g;StO':?5riS, ^Wc:T^iEri5'-fe 

[0006] 

MSP^® i ^ « ^ n > f ^ X f - A ^ l:r 6 n , 

friB*tw^i8>&^6^iBiBtg^©-^cDr i^-izx^^ar-s 
Ti?-fexr3>hn-^<f:. 9uiafB^.^S^7)r ^42X19:^ 
^iatt-r^Td7Hrx^Sifit^.^m<fc. MIBTi^^-fex^S 
<t BuiBT ^ 42X 3 > h n - ^tc*t or HuiB*iJW^®:*^ 6 
fg7F$n€>r^-feXr3v> Ki^cS-^^. mffBIBtt^S 
-^(D^iET ^-feX>g:^|±i-r a^iEr t> -feXtfetU^g:<!: , 

:^iETi^-fex?&5tfeUi$n^<i:. wim<Dm^^^m^^n 

j3c^c *r(ai*S;0:»6IBta^m--T ^ -tX O J: ^ i 

•r ^ ^ o r -fe X n ^ > F g5(f f o r r ^ -fe X s: ^ <b i:b 

®*r^/ct:frJ:l^<Dr. ^FiET^-feX^O^^-^/c?!?^^:^^^ 
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[0 00 7 ] tm^iET^i^y^mmmt. m^(D^^ y 

[0 00 8 ] mflBiife^Sti. fjfaffJ®^g«:al*0^?T 
[0 00 9 ] fulBil^^STJ^^^CDMftl. 3^«fJiB^3Eiffl 

[0010] :^^?^(D:7^iEr^-feXlS!I^iSt^. ftrfan 

> e ;x - r^Avm^^ MiBSiJ®^©;^^^ ^mib 

HyiB©jai^lS>&^6Jg^$n'&r^'feX:3-7> Kite 
S-^t. M§BtBtS^S--cD:fIEr^-feX*«^m-r'Siafi 

^tf ^ iUfi i ^ WT -5 C <!: ^Itm <b -r ^ o 
[0 0 1 1 ] 2|E|^igo:^iETd7-fexMta:/ny^A&i, 

6BtliBiBtf.^ia--cDri>-t2X^gJi-r^M^i<h. ffiBIB 

te^scDT^-fexfa^^iBtg-r-sagi. mt^r^^:^ 
^^i, HtriB*ij»*m7!?^6Ji^$n6r^'feX3v> F 
iCcS"^^, mffBIBti^lS'N(D::piEr5'-fe;^^«^m'r-5 

il^a^tf ^ it^ <!: % n > f ^ - a? tc^tf^ ii:€> C i ^1$ 

[0012] 

^FiEr^-fej^^Stl^Jli 0^^tf:^iEr^-i2;^Kmi^;^ 

f-A^f*co-^SfecD?F^^^^-r^^i3c:/n v i?mx^^. 

gl O^i. ^X.t3JPC I (Peripheral Ccmponent Interc 

opc I xn > hccjfA^n. PC w^*x^cs^3K3nT 

[0 0 1 3 ] =J>fc-:x-:$?t^;^7=*A5 0^3:. -/>^-:^ 
h^CD51-a5^ y h C?-^? 1 0 0^/Myr:3.-1f^^7 
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vvv-t?\ 1 o^/Mxri?s#s^8 OKijgM^n. 

80:^:>6^iEri5'-feX ^fl^g 1 0 

LAN (Local Area Network) . WAN (Wide Are 
a Network) ^^ffil^Tfe J:l^ 

[0014] 3>f ^-tSfs^xT^As o«. saf^-^ 

10 ^iBf^.-r^iatt^®: 1 2 (1 2 a-1 2 c) . CPU 

mn^W) 1 6, Bff^o^^u 1 8. ^^-jj^'-K^cD 
A;t?si®2 0. ^1'gp:^ 5^ h y-:?' 1 0 oocjiji^^n^M 

{t>f (NIC) 2 2^m'Cl^^o ^ 

/c. CPU 1 6tC<fcori!if^T^>StS:7*C2^^A2 4. 
a»i:>"ci ^/^ A 2 6 ^^mri^^o 
[0 0 15] CCr. CCD^ff^ffiTii. 

^'3>1 2 a-^l 2 ctc^su^n. ^ti^ti^f-^-m^ 

20 Sj&^^nxc^^o ri5^-fex^it^, iBtt^s^cDT^ 
■fex:^ffi(Dl9:^^t,n\ WAtftBte^SoigaiUcD^^ 

ftoTL/r»3A^^^±-r€>R/0 (Read Only). IBtf.^ 
©C^^m U 4>Si>v^ h ^ R y/W (Read Wri te)?;?^ ^ 

Kl/;^0'- 1 OtctS^T'^^'^'-T-'f >^3> 1 2 2.ti^K/ 

wtc, •fetj'^T Fu;^ 1 1 --2 occti^-r'2>>^^*-'r ^ >^ 

3> 1 2 b*m/W{C, -fe^^r FUX2 1-^3 OtCtB 
^•r'5>^^•-7*</S^3> 1 2 C3&m/OCC. ^n^tis^ 

30 [0016] IBtS^ia: 1 2 :^iEr ^-fe;^^1ISga 1 
. o^/rUTCPu 1 6 i^M^n. :^iEr^-fex^ti^ 
gl 0*^6ri5'-fexSiJffll5n'2><fc^Cc;^j:-ori^'2>o j^j: 
fc. ±fB^ifefl5Sgr«. locDIBfSjSi* F 

[0017] 2|s:|%B^O:fiET^-bXlim^S 1 0 {3:. T 

F^faS. :T^iEr^-feX^|±I^fa6. al*a^K (MP 
fflWEB1f-/>'^tggI5) 8. ^U^vV^-^X low: 
40 gi^^n-Sil^-f >i5?-y ^-j:^ (NIC: Network In 
terface Control lar) 7. Utt^ LJ^Cl^^^ U ^^HxT 
Ti^-l2Xn> Fn-^2. Tii'-feXtSt^iBtg^® 

las. mt-i^^^-v :c,--7.i\x^ m^\tv'^)iyvw^ 

[d 0 1 8 ] r^-fexr3> Fn-^2ti. CPU16<b 
PC l/^';^€:/^0T^gi^5n'5<!:<^:^CC. iBtg^Sl2 
iSJ^Stl. CPU 1 6:^^6iBtg^g:l 2^CDr^'fe;^ 

50 I (Small Computer System Interface) > ^ — "7 — 



nteqrated Devi ce El ectronics) -1^>^'-:7x — >^ f}^^ 

[0019] r ^'-texi§:SfBtt^S4 ti, leti^s i 2 

T'-f v-a > 1 2 1 2 cfiCDT ^'fe::^:^^CD^ffi, o 
^0. t^a> 1 2 aici^^f ^•fei^'^^T KU:^ 

:?t>m/WtC. r>f v'a^l 2 bCD-fe^^r KU'X;&5 

^^8 0;&^6NIC7. al*0^©8 ^^/M^rtf *>n. 

CPU 1 6;^^6cDjgi7^&cj:-9r«^-^Mff:^^5'Ct>:cCi 

[0 02 0] :^FjEr^-fex«^aj#|g:6t^. J:IBri^-fe>; 

m^t. T^-feXr3> ha>-^2CC>r=tL'rCPU 1 6^^ 
6fg:^$n^r ^J'-feXr2v> KiCcS-:J#, IBtt^m 1 
2-sCD:FiETe7^2X;S:«^ffiT^o T tJ^^sxn v> K«^^ 

g2 o^^fbim^sti z^(DmmL im^h^) s^r^c 

PU 1 6:^^§<t-r€)o CPU 1 6 5JCCDS^J&SCS I 

>l>p-^2tc3iifti/, :^iEr i^-fey^tfetti^iget^r ^ 
[0 0 2 1] ii^^is (mmm"^ EB v-^-^mmm s 

i^l 1 O^/hLTWiM^^S 0-v^IETiJ7'feJ:=;3i)i^>-:> 
/cg^jl^U/cO. U'fe^;' ^^®5€:/^L/rCPU 1 6 
'^fi^^il^p-r'S. Aj::Jb\ h^S5t3:CPU 1 6 

CPU iefitv-\2y hmn^mm^ti^^'y^ctj:^ 

[0 0 2 2 ] 3l^^S8«. ^/c. fi^JX-l^HTML^T 
taK^J^l 2<Dr^-feX^:g:S:®®±-C?f 

[0 02 3] ig:*>\ Ji*0^g:8^/^$■rtCCPU 1 6-- 
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['U-'yZicmmcOSCS I PV^K^Sr^^L/TCPU 

le-^i^fi-rSo CPU 1 6tic<Dnv> K^^^ff-r^ 

[0 024] ^XCC, mZ^mmLX. (n>b-^--^i^ 

;^7"A5 0<7)) CPU 16. :^iEr^-fex^msai 

[0 02 5] ccD^tc*5i^r. mmmmmsof)^ 

10 ^^iET^-fexHti^si o-^g^;^L. ^^®jffl±riB 
SjA^pjtfe (R/w) tb. siA^^±^ta^*r^<bR 

S3) o 

[0 02 6 ] ^X^C, C P U 1 6 t^hME^.3^m 1 2 (DSjA 
^nv> F (SCSI) *i!3^f $ti^<h (;^f*-^:?'S 1 
0)\ T^-fexnv hn--^2^*^©P'7> F^:^iET 
20 i57H2;;<^Ui^|g:6-^iilfiT^ (X7' ';/:7-S 1 2 ) « ::piE 
ri?H2y^l^m^S6«. nv> F^^fif^i. ri^-fe 

:7'S14) . :^IEr^-fe;^cD«S^tf ^ (Xt-^;; :;'-S 1 
6) « 

[0 02 7 ] *JJS«. w^t3fi':^TcDj: ^tc urtf^n 

«2>o ^-r. :piETi7-feX^|±J^g:6t^. nv>FCC^^ 

(•feii'^T FUX^) :^^SiA^^± (R/0) ^Ci3:^$ 

[0 0 2 8 ] J^±OJ:^^c. CPU 1 6;&^^faiS^Sl 
2^ri'-feXUJ:^i-r^^&c«. r^*feXr3'7> F>J^^ 

nLxri^'\z::<W^ttm'r^fci^XJ:<. ^^iEri^^t 

[0 02 9 ] c<oj:'?(,cbx^]Emih^'f)mm^ri^ 
-^r^-fe;^3> hP-^2-^ii*n-r^ (xf-*>>''si 

8. 32 0) o iM^^g:8ti. ;^7*^;^:7*S 1 8^31^^ 

50 ^mr^t. mmm^^so^^TEMi^^^m^mm-r 
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6 {:^y'v^S22) . cntCj:D. «il^«^iE#iA 

:7'S 2 Oril^^^fi-r^i. BfT^cDSCS I r3v> K 
^i^ffiUrCPU 1 S-v.j^ftT'S (Xt--:^ >''S2 4) o 
CCDSCS I nv>Kti. Xf- ;^r7*S 1 OrSMU/cS 

[0 0 3 1 ] CPU 1 6ti. 33V> F^^fff^cb. ^ 

(XT' :;:7*S 2 6. S 2 8 ) o ^?I:7*n^^A2 4tJ. 10 

SCSI =3'7>Kcc^^jjn$n/ctf#s^#MUT. siz.^ 



tiBiTScDji*a$fe (lfS#iS^8 0^) --^FiESii^^jl 
ftlT^ (Xf**:;:7*S 3 0) o 20 

c 0 0 3 2 ] ^mmt±Mz\^fcmm^.immhnrj:\.>. 
[003 3 } wiaa 1 (om^^mt-rht. tm^m i 

^c^FtlfeT^-fe^^T FUX;S:r^-feXiS:^t-r'So 30 
0. ^^•-f-^i/3>l 2a{Cffl^-r€>-fe>7d?r KbXO 
-lOii. R/W:0:^R/O(;c^t5 6*r»jA^^±Mtir 

aA^r3V> K;55^'Si^iEr^-feXi*iJ^L. ^ii^iS 

^8 o^cpu 1 e^ii^-r^o cpui6{s. mmco 

CCDJ:^CC-r^i. -fed^^^^r FUXO-1 OCC^SffiCD 
r FUX0--1 0CC(J3l^<O:x>-t^^3:r^-feXUJ^j:C^ 40 

^«bflHJ-rnt3;:^iETd?-fexr?:c:<^^o/c*>00<bU. :=FIE 

[0 03 4] u%5. ^mnco^iLr^'zT.mfmmu. 
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T'SCi:J&iDjt6-c$>'S. */c. *^H^(D^IEr^?-feXK 
m^^tJ. -t^->'^'t^Xr•A<Dfi6. >'N'- V:^;^r^>t•::.-- 
[0 03 5 ] 

-fex:3v> F^MfLrr^-fex^^iJrb^-r^/cc^fr 
<i:li(^r. ^iEr ^•feX^^^-:>/c;^^^S;^^^x&3i. j^^^ov' 
Xf* A-v(0ft^5;S:(£iSLr«ltar#-5o */c, T^JET^ 

[0 03 6 ] :^mm^^^x. :^JEr^'^:^mmm.t^ 

t' A - X 7" A CD$IJiai^S;^5^,;ECD#CC ^-yX^^ v^ 

[0 03 7] *i%Hj^*5c*t:. m^^m'fymm^mcm 

[0 0 3 8 ] :^mM^c:ioi.^x. mm^m^h(Dm^. x 
{mmmm^h<om^^^mi.xmm^m^ v-^^h^ 

^ X X A <Dmw^m^mM.(om(^c j:^x^^y=^>^^ 

[0McDfiB#Aj:|$iB^] 

[ia 1 ] *^HJ(DHFiEr d7-fexe^IS®^^tf:FiEr 
^-feX^mt/X-f'A±f*<D«^^7Rr*/n i^^-C* 

[^2] CPU, ^iET^-feX^ISIg. eH^ffi^ 

2 Ti7-feXa>FD-^ 
4 T^-feXi9:SiBtS^® 
6 ;FiEr^H3:Xt^m^f£ 

1 0 :^iEr^-feX^m^g 
12a'-12c iaSt^® 

1 6 mm^}9i (CPU) 

50 n>fc:^ — :$f>/X7'A 

80 
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